Abstract-Copyright protection and authentication of digital contents has become a significant issue in the current digital epoch with efficient communication mediums such as internet. Plain text is the rampantly used medium used over the internet for information exchange and it is very crucial to verify the authenticity of information. There are very limited techniques available for plain text watermarking and authentication. This paper presents a novel zero-watermarking algorithm for authentication of plain text. The algorithm generates a watermark based on the text contents and this watermark can later be extracted using extraction algorithm to prove the authenticity of text document. Experimental results demonstrate the effectiveness of the algorithm against tampering attacks identifying watermark accuracy and distortion rate on 10 different text samples of varying length and attacks.
I. INTRODUCTION
Copyright protection and authentication of digital contents has gained more importance with the increasing use of internet, e-commerce, and other efficient communication technologies. Besides, making it easier to access information within a very short span of time, it has become difficult to protect copyright of digital contents and to prove the authenticity of the obtained information. Digital contents mostly comprises of text, image, audio, and video. Authentication and copyright protection of digital images, audio, and video has been given due thought by the researchers in past. However, authentication and copyright protection of plain text has been neglected. Most of the digital contents like websites, e-books, articles, news, chats, SMS, are in the form of plain text.
The threats of illegal copying, tampering, forgery, plagiarism, falsification, and other forms of possible sabotages need to be specifically addressed. Digital watermarking is one of the solutions which have been used to authenticate and to protect digital contents. Digital watermarking methods are used to identify the original copyright owner (s) of the contents which can be an image, a plain text, an audio, a video or a combination of all.
A digital watermark can be described as a visible or an invisible, preferably the latter, identification code that permanently is embedded in the data. It means that unlike conventional cryptographic techniques, it remains present within the data even after the decryption process [1] .
A text, being the simplest mode of communication and information exchange, brings various challenges when it comes to copyright protection and authentication. Any changes on text should preserve the value, usefulness, meaning, and grammaticality of the text. Short documents are more difficult to protect and authenticate since a simple analysis would easily reveal the watermark, thus making text insecure.
In image, audio, and video watermarking the limitations of Human Visual and/or Human Auditory System are exploited for watermark embedding along with the inherent redundancy. It is difficult to find such limitations and redundancy in plain text, since text is sensitive to any modification required to be made for watermark embedding.
Text is easier to copy, reproduce and tamper as compared with images, audio and video. Text being a specialized medium requires specialized copyright protection and authentication solutions. Traditional watermarking algorithms modify the contents of the digital medium to be protected by embedding a watermark. This traditional watermarking approach is not applicable for plain text. A specialized watermarking approach such as zero-watermarking would do the needful for text. In this paper, we propose a novel zerowatermarking algorithm which utilizes the contents of text itself for its authentication. A zero-watermarking algorithm does not change the characters of original data, but utilize the characters of original data to construct original watermark information [2] [3] .
The paper is organized as follows: Section 2 provides an overview of the previous work done on text watermarking. The proposed embedding and extraction algorithm are described in detail in section 3. Section 4 presents the experimental results for the tampering (insertion, deletion and re-ordering) attacks with different keywords on. Performance of the proposed algorithm is evaluated by co multiple text samples. The last section concludes the paper along with directions for future work.
II. PREVIOUS WORK
Text watermarking for authentication of text documents is an important area of research; however, the work done in this domain in past is very inadequate. The work on text watermarking initially started in 1991. A number of text watermarking techniques have been proposed since then. These include text watermarking using text images, synonym based, pre-supposition based, syntactic tree based, noun-verb based, word and sentence based, acronym based, typo error based methods etc.
The previous work on digital text watermarking can be classified in the following categories; an image based approach, a syntactic approach, a semantic approach and the structural approach. Description of each category and the work done accordingly is as follows:
A. An Image-Based Approach
In image based approach towards text watermarking, the image of text is takes as source for watermark embedding. Brassil, et al. were the first to propose a few text watermarking methods utilizing text image [4] - [5] . Later Maxemchuk, et al. [6] - [8] analyzed the performance of these methods. Low, et al. [9] - [10] further analyzed the efficiency of these methods. The first method was the line-shift algorithm which moves a line upward or downward (left or right) based on watermark bit values. The word-shift algorithm used the inter-word spaces to embed the watermark. The last method was the feature coding algorithm in which specific text features are tampered to encode watermark bits in the text.
Huang and Yan [11] proposed an algorithm based on an average inter-word distance in each line. The distances are adjusted according to the sine-wave of a specific phase and frequency. The feature and the pixel level algorithms were also developed which mark the documents by modifying the stroke features such as width or serif [12] .
Text watermarking algorithms using binary text image are not robust against re-typing attack and have limited applicability. Authentication of text becomes easy with text image, but it is mostly impractical to treat text as an image. In some algorithms, watermark can be destroyed by a simple OCR (Optical Character Recognitions) analysis. The use of OCR obliterate the changes made to the spaces, margins and fonts of a text to embed watermark.
B. A Syntactic Approach
In this approach towards text watermarking, the syntactic structure of text is used to embed watermark. Mikhail J. Atallah, et al. first proposed the natural language watermarking scheme by using syntactic structure of text [13] - [14] where the syntactic tree is built and transformations are applied to it in order to embed the watermark keeping all the properties of text intact. The NLP techniques are used to analyze the syntactic and the semantic structure of text while performing any transformations to embed the watermark bits.
Hassan et al. performed morpho-syntactic alterations to the text to watermark it [15] . The text is first transformed into a syntactic tree diagram where text hierarchy and dependencies are analyzed to embed watermark bits. Hassan et al. provided an overview of available syntactic tools for text watermarking [16] .
Text watermarking by using syntactic structure of text and natural language processing algorithms, is an efficient approach for text authentication and copyright protection but progress in this domain is slower than the requirement. NLP is an immature area of research so far and using in-efficient algorithms, efficient results in text watermarking cannot be obtained.
C. A Semantic Approach
The semantic watermarking schemes focus on using the semantic contents of text to embed the watermark. Atallah et al. were the first to propose the semantic watermarking schemes in the year 2000 [17] - [19] . Later, the synonym substitution method was proposed, in which watermark is embedded by replacing certain words with their synonyms [20] . Xingming, et al. proposed noun-verb based technique for text watermarking [21] where nouns and verbs in a sentence are parsed using grammar parser and semantic networks. Later Mercan, et al. proposed an algorithm of the text watermarking by using typos, acronyms and abbreviation to embed the watermark [22] . Algorithms were developed to watermark the text using the linguistic semantic phenomena of presuppositions [23] by observing the discourse structure, meanings and representations. The text pruning and the grafting algorithms were also developed in the past. The algorithm based on text meaning representation (TMR) strings has also been proposed [24] .
The text watermarking, based on semantics, is language dependent. The synonym based techniques are not resilient to the random synonym substitution attacks. Sensitive nature of some documents e.g. legal documents, poetry and quotes do not allow us to make semantic transformations randomly because in these forms of text a simple transformation sometimes destroys both the semantic connotation and the value of text [25] .
D. A Structural Approach
This is the most recent approach used for copyright protection of text documents. A text watermarking algorithm for copyright protection of text using occurrences of double letters (aa-zz) in text to embed the watermark has recently been proposed [25] . The algorithm is a blend of encryption, steganography and watermarking. However, groups are formed by using full stop period in this algorithm. Text like poetry, quotes, web contents, legal document may not essentially contain full stops; which makes this algorithm inapplicable to all types of text. To overcome the shortcomings of this algorithm, another algorithm which use preposition besides double letters to watermark text has been proposed [26] .
The structural algorithms are not applicable to all types of text documents and are not designed specifically to solve authentication problem; hence we propose a zerowatermarking algorithm which incorporates the contents of text for its protection.
III. PROPOSED ALGORITHM
The semantic and syntactic watermarking algorithms developed in past for plain text embed a watermark in the host text document itself which results in text quality, meaning and value degradation. We propose a zero-watermarking approach in which the host text document is not altered to embed
watermark, rather the characteristics of text are utilized to generate a watermark. The watermark is fragile in nature and is used to authenticate text documents.
The watermark generation and extraction process is illustrated is fig. 1 . Watermark is registered with the Certifying Authority (CA) and is used is the extraction algorithm to authenticate text document.
Fig 1: Overview of Watermark Generation and Extraction Processes
The proposed algorithm utilizes the contents of text to protect it. A keyword from the text is selected based on author choice and a watermark is generated based on the length of proceeding and next word length, to and from the keyword occurrences in text. This process is illustrated in fig. 1 , where 'is' is the keyword and based on text contents, a watermark is generated. It is a zero-watermarking scheme, since watermark is not actually embedded in the text itself; rather it is generated by using the characteristics of text. The watermarking process involves two stages: (1) embedding algorithm and (2) extraction algorithm. Watermark embedding is done by the original author and extraction done later by a Certifying Authority (CA) to prove ownership. A trusted certifying authority is an essential requirement in this algorithm with whom, the original copyright owner registers his/her watermark. Whenever the content/text ownership is in question, this trusted third party acts as a decision authority.
A. Embedding Algorithm
The algorithm which embeds the watermark in the text is called embedding algorithm. The watermark embedding algorithm requires original text file as input and keyword is selected by the original author/copyright owner. Keyword should be word having frequent occurrence in the text. A watermark is generated as output by this algorithm. This watermark is then registered with the certifying authority along with the original text document, author name, keyword, current date and time. The algorithm proceeds as follows: The original text (T O ) is first obtained from the author and occurrence frequency of each word in text is analyzed. A keyword is selected by the author which is typical a word with maximum occurrence count in text. The proceeding and next word length for all occurrence of keyword in text is analyzed and a numeric watermark is generated. This watermark is then registered with the CA with current date and time.
B. Extraction Algorithm
The algorithm which extracts the watermark from the text is called extraction algorithm. The proposed extraction algorithm takes the plain text and keyword as input. The text may be attacked or un-attacked. The watermark is generated from the text by the extraction algorithm and is then, compared with the original watermark registered with the CA. We have also recorded author name, current date and time with the CA. Multiple watermark registration conflicts with CA can be resolved by keeping record of time and date. The author having former registration entry will be regarded as the original author.
The watermark will be accurately detected by this algorithm in the absence of attack on text, and text document will be called authentic text without tampering. The watermark will get distorted in the presence of tampering attacks with text. Tampering can be insertion, deletion, paraphrasing or reordering of words and sentences in text. The extraction algorithm is as follows: 
IV. EXPERIMENTAL RESULTS
We used 10 samples of variable size text from the data set designed in [25] for our experiments. These samples have been collected from Reuters' corpus, e-books, and web pages. Insertion and deletion of words and sentences was performed at multiple randomly selected locations in text. Table I show the sample label number as in dataset [25] , number of words in original text, the insertion and deletion volume, and the number of words in the text after attack. The number of occurrences of three different keywords "and", "of", and "in" was analyzed in the original and attacked text samples. These keywords were selected because of frequent occurrences in all text samples. Watermark Accuracy Rate (WAR) and Watermark Distortion Rate (WDR) are calculated as per the following formulas: WAR = Number of characters correctly detected Number of watermark characters
The values of WAR ranges between 0 (the lowest) and 1(the highest) with desirable value close to 1. The values of WDR also ranges between 0 (the highest) and 1(the lowest) with value close to 0 as desirable value. WAR of the extracted watermark was compared with the original watermark and tamper detection state was analyzed. It can be observed in table II and III that tampering with text is always detected and low accuracy of watermark indicates that the extent to which text has been attacked. In table IV, the accuracy rate of watermark in sample 4 is 0.2254, even with same frequency counter of keyword 'in' in both original and attacked texts. It depicts the fact that even if the frequency counters of keyword remain intact, the probability of getting same proceeding and next word length for all occurrences of keyword is very low. It can be clearly observed that watermark distortion rate is very high even when insertion and deletion volume is low (as in case of sample 8, 9, and 10) for all three keywords. Text is sensitive to any modifications made by the attacker. High distortion rate indicates that the text has been tampered and is not authentic. This proves that the accuracy of watermark gets adversely affected even with minor tampering and watermark fragility proves that text has been attacked. 
V. CONCLUSION
The existing text watermarking solutions for text authentication are not applicable under random tampering attacks and on all types of text. With the small volume of attack, it becomes impossible to identify the existence of attack and to prove authenticity of information. We have developed a zero-text watermarking algorithm, which utilizes the contents of text to generate a watermark and this watermark is later extracted to prove the authenticity of text document. We evaluated the performance of the algorithm for random tampering attack in dispersed form on 10 variable size text samples. Results show that our algorithm always detects tampering even when the tampering volume is low.
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